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[Abstract] Driven by the dual factors of global IPv4 address exhaustion and digital transformation, the
large—scale deployment of IPv6 has entered a critical transition phase. As a core feature of IPv6 networks,
Stateless Address Auto—Configuration (SLAAC) greatly simplifies the process of network access for end devices.
However, its heavy reliance on Router Advertisement (RA) messages introduces significant security risks,
including RA spoofing and address tracking. These threats are further amplified in the complex transition
environment where IPv4 and IPv6 dual—stack networks coexist, seriously hindering the healthy development of
IPv6. This paper provides an in—depth analysis of the inherent vulnerabilities of the SLAAC mechanism at the
design level and systematically reviews how mainstream transition technologies, such as dual—stack and
tunneling technologies, exacerbate these risks. Based on this analysis, a multi—layered and defense—in—depth
security enhancement framework is proposed. The framework integrates coordinated measures across terminal,
network, and management dimensions. At the terminal level, the privacy extension address generation algorithm
(RFC 7217) is optimized to balance privacy protection and network manageability. At the network level,
protocol—based protection mechanisms such as RA Guard, Neighbor Discovery (ND) Snooping, and Secure
Neighbor Discovery (SEND) are comprehensively employed to establish a trusted neighbor discovery
environment. At the management level, emphasis is placed on refined address binding strategies based on the
Source Address Validation Improvement (SAVI) framework. The study demonstrates that only through an
end—to—end, collaborative, and comprehensive protection approach can the complex security challenges of the
transition phase be effectively addressed, thereby establishing a solid security foundation for the widespread
adoption of IPv6.
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